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Online scams and phishing attempts are becoming more 
widespread. Now, scammers are using job postings and 

the names of reputable companies to swindle job seekers 
out of money or obtain their personal information. Below 
are ways to spot a potentially fraudulent opportunity and 

avoid falling victim to an employment scam. 

How To Spot and Avoid 
A Fake Job Posting

Red Flags of 
a Fake Posting

Ways to Avoid 
Falling Victim to 
a Fake Posting

Verify the company is real before giving out personal information.

Go through a reputable recruitment agency instead of an open site.

Never give out your SSN, banking info or other financial details until hired.

Cease contact if money or credit card information is requested.

Report any scams to the FTC and fraudulent listings to the job site.

Listen to your gut when something feels off.

CONTINUING 
YOUR JOB SEARCH 
REMOTELY

It’s been said that searching for a career opportunity can be a 
job in and of itself. Like a growing number of careers today, it’s 
also one that is being conducted more often from home. Here are 
some tips to help your virtual job search:

STICK TO A ROUTINE 
Set attainable goals each day, such as sending 
three networking emails. 

 
 
 

BE PATIENT 
Hiring remotely means employers may be more 
cautious and take more time to vet you.

 
 

KEEP NETWORKING 
With more professionals working from home, their 
schedules are increasingly flexible — so it should 
be simpler to reach out to them for insights.

 
 
 

MAKE CONNECTIONS 
Even during a Zoom interview, try to connect with 
the person on the other end.

EVALUATE YOUR SKILL SET 
Today’s employers value tech-savvy, independent 
thinking and the ability to thrive under adversity. 
 

 

DON’T GET DISCOURAGED 
It’s important to realize that a remote job search 
will be a different process, so adjust your mindset. 

 
 
 

DON’T AUTOMATE YOUR SEARCH 
It can be easy to send the same cover letter to 
dozens of recruiters, but be sure to personalize it 
to show more genuine interest. 

 
 

TEST YOUR EQUIPMENT 
Before joining a virtual interview, make sure your 
phone or computer is working properly.

The U.S. unemployment 
rate decreased to 

8.4 percent 
in August 2020.

Insurance industry 
employment increased 
by roughly 13,300 jobs 
compared to August 2019.

The insurance carriers 
and related activities 
sector added 3,100 

jobs in August 2020.

Unemployment for 
insurance industry 

decreased to 
4.4 percent 

in August 2020.

jacobsononline.com

content.jacobsononline.com/2020-september-pulse

The post has incorrect grammar, sloppy 
writing or unprofessional verbiage.

They ask for a SSN, credit card or driver’s 
license in the interview process.

The opportunity sounds 
too good to be true.

You get an immediate job offer.

There is no online presence 
for the business.

The salary range is very wide. Your contact’s email domain 
doesn’t match the organization.

They are intentionally vague about 
responsibilities or location.

The website has a long and 
confusing URL.

The company is requiring payment 
or access to bank accounts.
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